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About UsAbout Us
SzrekSzrek22Solutions LLC started in 2003Solutions LLC started in 2003
•• Founders each have 20+ years experience at GTECH Founders each have 20+ years experience at GTECH 

WalterWalter--system architect, senior technical consultantsystem architect, senior technical consultant
IrenaIrena--software director, project & product managersoftware director, project & product manager

International gaming product and service company International gaming product and service company 
•• Secure software systems solutionsSecure software systems solutions
•• Data security & system integrity Data security & system integrity 
•• Product development and software consultingProduct development and software consulting

SzrekSzrek22Solutions AccomplishmentsSolutions Accomplishments
•• Invented ‘Unpredictable Auditable Random Numbers’ methodInvented ‘Unpredictable Auditable Random Numbers’ method––

patent pendingpatent pending
•• Introduced Trusted Draw™ tamper evident electronic draw Introduced Trusted Draw™ tamper evident electronic draw 

system at NASPL 2003system at NASPL 2003
Our coordinates: Our coordinates: 
60 Spencer Ave, East Greenwich, RI 02818, USA60 Spencer Ave, East Greenwich, RI 02818, USA
www.szrek.comwww.szrek.com ee--mail: mail: irena@szrek.comirena@szrek.com tel. 1tel. 1--401401--398398--03950395

http://www.szrek.com/
mailto:irena@szrek.com
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Problem DefinitionProblem Definition

Today 30% of lotteries use electronic drawing machinesToday 30% of lotteries use electronic drawing machines
This trend will grow, as they are cheaper, easier to operate, ofThis trend will grow, as they are cheaper, easier to operate, offer new fer new 
values values –– e.g. entertainment e.g. entertainment 
Security of existing computerized drawing machines is not Security of existing computerized drawing machines is not 
satisfactory for today’s ‘connected’ & computer savvy world:satisfactory for today’s ‘connected’ & computer savvy world:
•• Statistical analysis of draw results Statistical analysis of draw results –– does not prove system securitydoes not prove system security
•• Physical security of draw machine Physical security of draw machine –– can be circumventedcan be circumvented
•• Dependence on personnel integrity Dependence on personnel integrity –– 80% of computer fraud by insiders 80% of computer fraud by insiders 
•• Insider can manipulate the draw outcome w/o detectionInsider can manipulate the draw outcome w/o detection

High level of security and ability to audit is key for all LotteHigh level of security and ability to audit is key for all Lottery ry 
processesprocesses
Current electronic drawing machines Current electronic drawing machines do not offerdo not offer ability to audit draw ability to audit draw 
numbers, draw time or generation processnumbers, draw time or generation process
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Security Security 
ThreatsThreats

Time related attacksTime related attacks
•• Clock corruptionClock corruption
•• Earlier drawingEarlier drawing

Drawn numbers bias Drawn numbers bias 
Masquerading: Masquerading: 
•• ignoring the resultsignoring the results
•• exchange of the program exchange of the program 
•• exchange of the hardwareexchange of the hardware
•• connection hijacking connection hijacking 
•• manman--inin--thethe--middlemiddle

FishingFishing and replay attacksand replay attacks
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SolutionSolution::
Trusted Draw™ Trusted Draw™ 

Innovative Secure Electronic Innovative Secure Electronic 
Drawing System with StateDrawing System with State--ofof--

thethe--art Graphics art Graphics 

Random and fair auditable draw results for any game of Random and fair auditable draw results for any game of 
chance: chance: lotto, keno, bingo, numbers , multilotto, keno, bingo, numbers , multi--matrix, cards, dice, …matrix, cards, dice, …

Designed to provide ultimate draw security and to protect Designed to provide ultimate draw security and to protect 
against skilled insider attack against skilled insider attack –– detects any attackdetects any attack
No other product offers draw security nearly as strongNo other product offers draw security nearly as strong
Use of Unpredictable Auditable Random Numbers patentUse of Unpredictable Auditable Random Numbers patent--
pending method proves the integrity of the system:pending method proves the integrity of the system:
•• Audit of the draw process (drawn numbers, draw time, more) Audit of the draw process (drawn numbers, draw time, more) 
•• No secret element can be exposed by insider or auditor (data or No secret element can be exposed by insider or auditor (data or algorithm) algorithm) 
•• Use of tamper evident cryptographic hardware,  digital signatureUse of tamper evident cryptographic hardware,  digital signatures and time s and time 

stampingstamping
•• Only standard and proven cryptographic methods usedOnly standard and proven cryptographic methods used
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Technology UsedTechnology Used
Asymmetric (Public) Key CryptographyAsymmetric (Public) Key Cryptography

Digital signatures are source for draw numbersDigital signatures are source for draw numbers
Digital signatures use two keys: Digital signatures use two keys: 
•• privateprivate to sign  and to sign  and publicpublic to verifyto verify

Tamper evident crypto processor protects private Tamper evident crypto processor protects private 
key and provides real time clockkey and provides real time clock
Became commodity in last 10 yearsBecame commodity in last 10 years
Used in banking and financial servicesUsed in banking and financial services
•• securing transactions securing transactions 
•• securing communicationsecuring communication

Used in high security governmental applicationsUsed in high security governmental applications

Szrek2Solutions uses this technology Szrek2Solutions uses this technology 
for 2 products:for 2 products:
Trusted Draw™ enables secure drawingTrusted Draw™ enables secure drawing
Trusted Play™ enables secure “instant” bettingTrusted Play™ enables secure “instant” betting
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Trusted Draw™ ComponentsTrusted Draw™ Components
Trusted Draw™ Drawing Application Trusted Draw™ Drawing Application 
•• Stand alone drawing machine orStand alone drawing machine or
•• Connected to the onConnected to the on--line gaming systemline gaming system
•• With or without graphicsWith or without graphics

Trusted Draw™ EngineTrusted Draw™ Engine
•• Tamper Evident Draw Numbers GenerationTamper Evident Draw Numbers Generation
•• Time StampTime Stamp
•• Audit Data LoggingAudit Data Logging
•• Robust and ReliableRobust and Reliable

LYNKS Privacy Card for digital signingLYNKS Privacy Card for digital signing
•• Tamper evident device (FIPS 140Tamper evident device (FIPS 140--1 Level 2 1 Level 2 

Compliant)Compliant)
•• HighHigh--assurance security mechanismsassurance security mechanisms
•• Enhanced firmware for gaming security Enhanced firmware for gaming security 
•• Incorruptible Real Time ClockIncorruptible Real Time Clock
•• Protects All Secret InformationProtects All Secret Information
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Trusted Draw™ Components Trusted Draw™ Components continuedcontinued
Trusted Draw Audit systemTrusted Draw Audit system
•• Stand alone or integrated with ICSStand alone or integrated with ICS
•• Verification of draw numbers and draw timeVerification of draw numbers and draw time
•• Detection of “missing” or “extra” drawsDetection of “missing” or “extra” draws
•• Generates detailed draws audit report Generates detailed draws audit report 
•• Runs basic statistical testsRuns basic statistical tests

Bubble© Graphics displayBubble© Graphics display
•• TV & Internet ReadyTV & Internet Ready
•• Copyrighted Graphics DesignCopyrighted Graphics Design
•• Parameterized  ApplicationParameterized  Application
•• Simple Secure file interfaceSimple Secure file interface
•• Promotional spacePromotional space
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Trusted Trusted 
Draw™ OptionsDraw™ Options
Multiple and nonMultiple and non--standard standard 

gamesgames

GPS Time synchronizationGPS Time synchronization
Multiple LYNKS cards for Multiple LYNKS cards for 
redundancyredundancy
Multiple drawing PCs / multiple Multiple drawing PCs / multiple 
site environmentssite environments
Customized interfacesCustomized interfaces
Customized graphicsCustomized graphics
Interfacing with other vendors Interfacing with other vendors 
graphics applicationsgraphics applications
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Trusted Play™Trusted Play™

Applications: Internet betting, traditional lottery, Applications: Internet betting, traditional lottery, 
video lottery, casino machines, mobile betting, ...video lottery, casino machines, mobile betting, ...
Assures random and fair selection for a Assures random and fair selection for a 
desired distribution desired distribution 
“Instantaneous” winner selection product that provides system “Instantaneous” winner selection product that provides system 
integrity, eliminating risk of fraudintegrity, eliminating risk of fraud
Integrity provable to vendors, game providers and auditorsIntegrity provable to vendors, game providers and auditors
Any attempt of fraud detected by audit proceduresAny attempt of fraud detected by audit procedures
Uses ‘UUses ‘U--RAN’ (Unpredictable Random Auditable Numbers), our patentRAN’ (Unpredictable Random Auditable Numbers), our patent--
pending method, to provide ultimate securitypending method, to provide ultimate security
Utilizes cryptographic hardware and digital signature technologyUtilizes cryptographic hardware and digital signature technology
Can be integrated with 3rd party systems or provided as service

Innovative Secure System for Innovative Secure System for 
‘Instantaneous  Winners’‘Instantaneous  Winners’

Can be integrated with 3rd party systems or provided as service
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DemoDemo

Szrek2Solutions does not provide Trusted Draw™ to Massachusetts Lottery. Sample games and logos are used with Massachusetts Lottery permission.



© Szrek2Solutions© Szrek2SolutionsConfidential and ProprietaryConfidential and ProprietaryDecember 4, 2003December 4, 2003

RequirementsRequirements
••Draw outcomes can Draw outcomes can notnot be be predictablepredictable
••Generated draw outcomes have to meet Generated draw outcomes have to meet 
desired statistical propertiesdesired statistical properties
••The generated draw The generated draw outcomes,outcomes, actual actual 
numbers drawn, have to be numbers drawn, have to be provably secureprovably secure
••The The processprocess and time of generation of draw and time of generation of draw 
outcomes has to be also provably outcomes has to be also provably secure secure 
••Each draw outcome generation has to be Each draw outcome generation has to be 
accounted foraccounted for

••Easy to use Easy to use verificationverification functionalityfunctionality for draw outcomes should existfor draw outcomes should exist
••There should be There should be no proprietary hardware or algorithmsno proprietary hardware or algorithms used to used to 
ensure securityensure security
••Tamper evident or tamper proofTamper evident or tamper proof hardware hardware should protect critical should protect critical 
information information -- no secrets that could be exposed
••System must be System must be resilient against attacksresilient against attacks
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