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About Us

Szrek2Solutiens LLLC started! in 2005
o [Founders each have) 205 Vears experience at GiliEEH
Walter-systemi architect, senior technical: consultant
Irena-software difector;, Project & prodict manader
Internationall gaming product and serVicercempany,
e Secure software systems solutions
o Data security & system integrity.
o Product development and software consulting
Szrek2Solutions Accomplishments

o Invented Unpredictable Auditable Random Numbers: method=
patent pending

o Introduced Trusted Draw™ tamper evident electronic difaw,
system at NASPL 20035

Our coordinates:

60 Spencer Ave, East Greenwich, RI 02818, USA
e-mail: tel. 1-401-398-0395
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http://www.szrek.com/
mailto:irena@szrek.com
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ProplemrDefinition

|3 IEEE

Today 30%) of letteries use electronic drawing machines

TThis trend will groew,, as they: are cheaper, easier torOpErate, Cifier MEWw,
values — e.d. entertainment

Security off existing computerized drawingl Machines ISfNoL
satisfactory for today’'s connected” & computer savvy: World:
o Statistical analysis of draw’ results' — dees not preve system Seculiity,
o Physical security of draw: machine — can be circumyvented
o Dependence on personnel integrity: — 80%:, off computer fraud by Insiders
o Insider can manipulate the draw outcome; Wy o detection

High level off security and ability: tor audit is key: rfor all Lottery
processes

Current electronic drawing machines do noet efifier ability ter audit difaw
numbers, draw. time or generation process
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Secunty
Threats

Time related attacks [\ SESsssssss

o Clock corruption s

o Earlier drawing

Drawn numbers: bias
Masquerading:

e [gnoring the results

e exchange of the program

e exchange of the hardware

e connection hijacking

s manrin-the-middle

Fishing and replay: attacks
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SEIULN:
ustedr Drawity

Innovatlve Secure Electronic

DRAW 107 20:24:50

¢ Random and falr audltable draw! resultsifior any: galme off
chance; lotto, keno, bingo, numbers , multi-=-matrix, cards, dice, ...

+ Designed to provide ultimate draw’ Security: andte protect
adainst skilled insider attack — detects any: attack

+ No other product offers draw: security: nearly: as strengd

¢+ Use of Unpredictable Auditable Randomi NUmbers patent-
pending method proves the integrity: of the system:
o Audit of the draw process (drawn numbers) draw: time, more)
o No secret element can be exposed by insider or auditoer (data or algerithm)

o Use of tamper evident cryptographic hardware, digitall signatures and time
stamping

o Only standard and proven cryptographic methods used
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Technology Used

Asymmetrlc (Public) Key: Cryptodrapny.
Digital signatures;are: seukce fior draw RtmbeErs

+ Digitall signatures use two) keys:
o private to sign and public to verify:

¢ lamper evident crypto) proCessor protects private
key and provides| real time clock

Became commoedity inflast 10 years
¢ Used in banking and financial services
e Securing transactions
e SEecuUring communication
¢ Used in high security governmental applications

umaif;::s;
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Szrek2Solutions uses this technology.
for 2 products:

¢ Irusted Draw™" enables secure drawing

¢ Irusted Play™ enables secure “instant™ betting
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Tusted Draw i Components
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SPYRUSE

WWW.Sspyrus.com
info@spyrus.com

U.5. Patent No. 4,405,829 Licensed Exclusively
By RSA Data Security, Inc.

SPYRUS and LYNKS Privacy Card
are Registered Trademarks
of SPYRUS. ]

R
2003-001609

s lrusted Draw S Drawing Application
o Stand alenerdrawine machine o)
o (Connected to the en-line gaming system
o Withror without graphics

| ¢« lrusted Draw™ Eng@ine

o llamper Evident Draw Numbersi GeEneration
e Time Stamp

o Audit Data Logging

o Robust and Reliable

1Y LYNKS Privacy: Card for digitalisigning

o [amper evident device (FIPS 140-1 [evel 2
Compliant)

High-assurance; security: mechanisms
Enhanced firmware for'gaming Security,
Incorruptible Real lime Clock

Protects Alll Secret; Information
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Trusted Play ™

Innevative Secure System fior
‘Instantaneous Winners"

Applications: Internet betting, traditional lettery,
video lottery, casine machines, mobile Betting), ..
Assures random and fair selection fior a

desired distribution

“Instantaneous” winner selection product that provides! system
integrity, eliminating risk of fraud

Integrity proevable to vendors, game providers and auditors
Any attempt ofi fraud detected by audit precedures

Uses "U-RAN" (Unpredictable Randemi Auditable Numbers)), oul patent-
pending method, to provide ultimate security

Utilizes cryptographic hardware and digital signatuire technelegy.
Can be integrated with) 3rd party systems or provided as Service
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REQUIFEMERLS

s Difaw! OUtCoOmES cannot be predictable

s GENErated drraw OUtCOmMES NaVe toNmEEE
desired statistical properties

o el generated diraw outcomes, actual
AUMBErS drawn, have; ter be provably secure
oi[Ne process andl timer o generation o diraw.
outcomes has! te; BE alse provably, secure
oEachi diraw: OUtCoOME GENErAtIoN Nas teM e
accounted for

esEasy to use verification functionality for draw: eutcomes should exist
eThere should be no proprietary hardware or algorithms used to
ensure security

eTamper evident or tamper proof hardware should protect critical
information - no secrets that could be exposed

eSystem must be resilient against attacks
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